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Don't put all your eggs

in one basket
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Easier to guard Harder to manage

centralized compartmentalized

Easier to break Tougher to break
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How to compartmentalize?
1. Planing ahead

2. Practice what you planed
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Some terminology
to make things easer
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Domain
What we call each basket. As in domain of your life

E.g. Personal, Work, Banking, etc.

tip: Use colors to help you identify each one
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1. Make a plan

Domain color Uses

personal     orange     visiting websites in perosonal account

work     turquoise    anything related to work

banking    green    for online banking only

untrusted    red    anything that does not fit the orther categories

tip: make sure the colors have a meaning to you (e.g. green as safe)
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2. Practice
1. Different logins (with the help of your passord manager)

2. Fake logins

3. Different service provider

4. Different browsers

5. Different phones (work and personal)
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Password Managers

 
├── personal 
│   ├── email 
│   └── reddit 
│  
├── work 
│   ├── email 
│   └── other-work-logins 
│  
└── banking 
 

Tip: organization here is important. It's really easy be have a huge mess 
And with mess comes insecurity
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Firefox Containers - Demo

warning: firefox contaniers helps you privacy-wise in the sense that it allows you to
manage various accounts at the same time. It does not protect against fingerprinting. 
For that, you should be using Tor Borwser
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Torbrowser - Demo

To switch identities you press the onion button in top left corner and it will restart your browser.
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Temporary Accounts
Not all eggs deserve a basket

bugmenot.com login2.me

Tip: Only login with an account of yours when you really need to
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http://bugmenot.com/
http://login2.me/


Various Computers

 
 
 
 
 
 

QubesOS
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