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Don't put all your eggs

In one basket




centralized compartmentalized

Easier to guard Harder to manage

N
S \ Easier to break Tougher to break




How to compartmentalize?

1. Planing ahead

2. Practice what you planed



Some terminology

to make things easer



Domain

What we call each basket. As in domain of your life
E.g. Personal, Work, Banking, etc.

tip: Use colors to help you identify each one



1. Make a plan

Domain color Uses

personal orange visiting websites in perosonal account
work turquoise anything related to work

banking green for online banking only

untrusted red anything that does not fit the orther categories

tip: make sure the colors have a meaning to you (e.g. green as safe)



2. Practice

1. Different logins (with the help of your passord manager)
2. Fake logins

3. Different service provider

4. Different browsers

5. Different phones (work and personal)



Password Managers

— personal
— emall
—— reddit

—— work
— email
—— other-work-1logins

—— banking

Tip: organization here is important. It's really easy be have a huge mess
And with mess comes insecurity
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Firefox Containers - Demo

€ @ Personal WIE $ A B =
11 Work
© Finance
W Shopping

Manage

warning: firefox contaniers helps you privacy-wise in the sense that it allows you to

manage various accounts at the same time. It does not protect against fingerprinting.

For that, you should be using Tor Borwser
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Torbrowser - Demo

% Congratulations. This brows: X

O g @ torproject.org

This page is also available in the following languages: S LY v

Congratulations. This browser is configured to use Tor.

Your IP address appears to be: 89.248.162.130

To switch identities you press the onion button in top left corner and it will restart your browser.
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Temporary Accounts

Not all eggs deserve a basket

ﬁ BUgMENOt Enter url ar site narme which is required to enter

lagin and password:

moviestarplanet.com logins Logln 2 —» facebook.com ‘ e ‘

beta

UisutaOn Tuct ter Free login to any site, more Login: loudacris_1115@Eyahoo. cam

@LeakSyndicate

_For _Premlum.Passes Passwori: jamstel

Mot working, show more

Tip: for select login or password click on them

bugmenot.com login2.me

Tip: Only login with an account of yours when you really need to
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Various Computers
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After AEX has completed, the logical processor is no langer in endlave mode and the exiting event is processed
normally. Any new events that occur after the AEX has completed are treated as having occurred outside the

endave (e.g. a #PF in dispatching to an interrupt handler) ~ Name State NetvM CPU Graph MEM
= domo . n/a W 2598 MB
3.23 Resuming Execution after AEX
9 g sysnet . n/a 301 MB
After system software has serviced the eventthat caused the logical processor ta exit an enclave, the logical
processor can re-start execution using ERESUME. ERESUME restores registers and returns control to where execu- L
d sysirewall . sys-net 301 MB
tion was interrupted. O
Ifthe cause of the exit was an exception or a fault and was not resolved, the event will be triggered again if the _ P
endave s re-entered using ERESUME. For example, if an endlave performs a divide by 0 operation, executing & e ] b 979 MB
ERESUME will cause the enclave to attempt to re-execute the faulting instruction and result in another divide by
exception. |n order to handle an exception that occurred inside the endave, software can enter the enclave at a &) workweb - sys-firewall L 1173 MB
different location and invok e the exception handler within the endave by executing the EENTER instruction. The
exception handler within the endlave can attempt to resclve the faulting condition or simply return and indicate to & workmutt ™ sys-firewall 604 MB
software that the enclave should be terminated (e.q. using EEXIT)
& eysitemail . 478 1B
3.231 ERESUME Interaction n y 6 | SCTHE
ERESUME restores registers depending on the mode of the enclave (32 or 64 wort i sys-irewal
* In32-bit mode (1A32_EFER.LMA =0 || CS.L = 0), the low 32-bits of the legacy reaisters (EAX, EBX, ECX, EDX, & personal ° sys-firewall 750 M8
ESP, EBP, ESI, EDI, EIP and EFLAGS) are restored from the thread's GPR area of the current SSA frame. Neither

the upper 32 bits of the legacy registers nor the 6-bit registers (RB ..R15) are loaded
* In64-bit mode (1A32_EFER.LMA = 1 && CS.L = 1}, all 64 bits of the general processor reqisters (RAX, RBX.
RCX, RDX, RSP, RBP, RSI, RDI, R8 .._R15, RIP and RFLAGS) are loaded
Extended features specified by SECS ATTRIBUTES XFRM are restored from the XSAVE area of the current SSA
frame. The layout of the x87 area depends on the current values of |A32_EFER LMA and CS.L:
* 1A32_EFER.LMA=0|| C5.L=0
— 32-bit Ioad in the same format that XSAVE/FXSAVE uses with these values
+ IA32_EFER.LMA=16&CS.L=1
— 64-bit load in the same format that XSAVE/FXSAVE uses with these vakies plus REXW = 1

3.3 CALLING ENCLAVE PROCEDURES

3.3.1 Calling Convention
In standard call conventions subroutine parameters are generally pushed onto the stack. The called routine, being
aware of its own stack layout, knows how to find parameters based on compile-time-computable offsets from the
SP or BP register (depending on runtime conventions used by the compiler),

Because of the stack switch when calling an enclave, stack-located parameters cannot be found in this manner.
Entering the enclave requires a modified parameter passing convention

For example, the caller might push parameters onto the Untrusted stack and then pass a pointer to those parame-
ters in RAX to the enclave software. The exact choice of calling conventions is up tothe writer of the edge roLtines
be those routines hand-coded or compiler generated

3.3.2 Register Preservation

As with most systems, it is the responsibility of the calle to preserve all registers except that used for returning a
walue. This is consistent with conventional usage and tends to optimize the number of register save/ restore opera-
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